NudpopmannoHHas NamMATKA 1JIA 00yYAKOIIMXCS AJI51 pa3MelleHusl Ha
opunmnanbHbix UHTEpPHET-pEcypcax

C KaxaplM TOJOM MOJOJIE)KU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a
IIKOJIbHUKU OJIHM M3 CAMBIX AKTHBHBIX NOJIb30Bareieil Pynera. Mexnay tew,
MIOMHMO OT'POMHOT'0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJICMBI.
OTa maMsaTKa J0JDKHA TOMOYb TeOe 0€30I1acHO HaXOIUThCS B CETH.

Komnvromepnvie supycoi

KoMnbioTepHbIit BUPYC - 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX IIPOrpaMM,
OTIIMYUTENIBHOW  OCOOEHHOCTBIO  KOTOpPOM  SIBJIIETCA  CIIOCOOHOCTh K
pa3MHOXKEHHIO. B JomonHeHne K 3TOMYy, BUPYChl MOTYT MOBPEOUTH WU
NOJHOCTBIO  YHUYTOXHUTH Bce (ailiel M JaHHBIE, IOJKOHTPOJIbHBIE
I10JIb30BATENI0, OT UMEHU KOTOPOTo Oblja 3alylieHa 3apaxxEéHHasi mporpamMmma, a
Tak)Ke MOBPEIUTh WM JaK€ YHUUTOXXHTH ONEPAIMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B iejoM. B OonbMHCTBE cilyyaeB pacpOCTPaHAIOTCS BUPYCHI Uepe3
WHTEPHET.

Metozpbl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Mcnone3yl COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOILNE
CEpBE3HBIN YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX MPOrpPamMM;

2. IloctosiHHO ycTaHaBnMBai madTu (LUUQPPOBBIE 3aIUIATKH, KOTOpbIE
ABTOMATUYECKU YCTAHABIMBAIOTCA C 1IEJIbIO JOPAOTKU MPOrpaMMbl) U
JIpyrue OOHOBJICHMSI CBOEW oOIepanoHHOM cucTteMbl. CkaumBai MX
TOJIBKO ¢ oduimanbHoro caira pazpadborunka OC. Ecnu cymectByer
PEXXHUM aBTOMATHUECKOr0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. PabGoraii Ha cBOeM KOMIBIOTEpE MO MpaBaMH TOJB30BATElNs, a HE
aAMUHUCTpATOpa. OTO HE MO3BOJUT OOJBIIUHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE TIPOYKThI H3BECTHBIX
IIPOM3BOIUTEIICH, C aBBTOMATHYECKUM OOHOBJIICHHEM 0a3;

5. Orpanuub (HU3HUECKUN JOCTYT K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHUE HOCUTENHN UHPOPMAIIMU, TaKUe Kak (hIierika,
IUCK WK (aiil U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIbIOTEPHBIE (Pailiibl, MONyYEHHbIE U3 HEHAIEMKHBIX
UCTOYHUKOB. [laxke Te (ailsibl, KOTOpbIE MpHCIadl TBOW 3HAKOMBIM.
Jlyuuie yToO4HM y HEro, OTIPAaBIISI JIM OH TeOe UX.



Cemu WI-FI

Wi-Fi - 3T0 He Buj mepeaayd JaHHBIX, HE TEXHOJOTHS, a BCErO JIHIIb
Openn, mapka. Emie B 1991 rogy Hunepnanackas KOMnaHusi 3aperucTpupoBaia
opeun «WECA», uro obo3nauano crmoBocoderanue «Wireless Fidelityy,
KOTOPBII MEPEBOAUTCS KaK «OECIPOBOIHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHM Joljia jApyrasi abOpeBuaTtypa, KOTOpasi SIBISETCS
TaKOW e TexHoJsiorue. Ito abOpeBuatypa «Wi-Fi». Takoe Ha3BaHHME OBLIO
JJAHO C HAMEKOM Ha CTaHJIApT BBICIIMK 3BYyKOBOW TexHuku Hi-Fi, uto B
MEPEBOJIE 03HAYAET «BBICOKASI TOUHOCTH.

Jla, OecriaTHBI HMHTEPHET-AOCTYNI B Kade, OTeIIX U a’poropTax
SIBJISIETCS OTJIMYHOM BO3MOYKHOCTBIO BBIXOJ1a B HHTEpHET. HO MHOTHE 3KCIIepPTHI
CUMTAaIOT, uTO 00mmenoctymnabie Wi- Fi ceT He SBIIsAI0TCS OC30IMaCHBIMH.

Cogetsl 10 Oe30macHOCTH paboTe B o0menoctynHbix cetsx Wi-Fi:

1. He mepenaBaii cBOIO JWYHYI0 MHGPOPMALUIO Yepe3 OOIIeAOCTYIHbIC
Wi-Fi cetu. Paboras B HUX, jKeIaTeIbHO HE BBOJIUTH MAPOJIH TOCTYIIA,
JIOTUHBI M KaKHE-TO HOMEPa;

2. Vcnonb3yih 1 OOHOBIISII aHTUBUPYCHBIE MPOTrpaMMbl U OpaHaMayep.
TeM cambiM Thl oOe3omaculllb ceOs OT 3aKaukd BHUpPYyca Ha TBOE
YCTPOWCTBO;

3. pu ucnonszoBanuu Wi-Fi otkmoun ¢ysHkmmto «OO0mmit goctyn K
daiinam u npuHTepam». JlanHas (QyHKIMS 3aKpbiTa IO YMOJYAHUIO,
OJIHAKO HEKOTOpbIE TMOJB30BATENN AaKTUBUPYIOT €€ s yanoOcTBa
WCITIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonp3yit nmyonuunbii WI-FI nns mepenmaun JUYHBIX JaHHBIX,
HaAIpUMED TSI BBIXOJIa B COUATILHBIC CETH WITH B DJICKTPOHHYIO TIOUTY;

5. Mcmonp3yli TONMbKO 3amuiieHHoe coequHenne uyepes HTTPS, a He
HTTP, t.e. npu Habope BeO-aapeca BBoaM uMeHHO «https://»;

6. B moOuisHOM Tenedone orkmoun ¢ynkuuto «lloakmodenne k Wi-Fi
aBTomMathueckn». He pomyckail aBTOMAaTMYECKOTIO MOAKIIOUYECHUS
ycrpoiicTBa Kk cetsim Wi-Fi 6e3 TBoero cornacwusi.

COL;MCZ]Zbele cemu

CouupanbHble CETH AKTUBHO BXOAST B HAlly >KU3Hb, MHOTHE JIFOJIU
paboTalOT M KUBYT TaM IMOCTOSHHO, a B Facebook yxke 3aperucrpuposan



MUJIIIAApJA 4YCJIOBCK, YTO ABJIICTCA OHHOﬁ Ce,HBMOﬁ BCE€X JKUTEJICH IJIAaHETHI.

MHorue moJjib30BaTeiii HE ITIOHUMAIOT, 4TO HH(i)OpMaHI/ISI, pasMCIICHHAaA UMH B
COIIMAJIBHBIX CCTAX, MOXKCT OBITH HaﬁﬂeHa N UCIIOJIb30BdHA K€M YIOJHO, B TOM

YHclie He 0043aTSIBHO C OJaruMu HaMCPCHUAMMU.

OcHOBHBIE COBETHI 0 O€30IaCHOCTH B COIIMAJIBHBIX CCTAX:

1.

Orpanuub cnMcOK apy3ed. Y TeOs B Apy3bAX HE JODKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

3amumiail cBOI0 YacTHYIO *u3Hb. He ykaspiBail mapoinu, TenedoHsbl,
azpeca, JaTy TBOErO POXACHUS U JPYTYI0 JUYHYIO HH(DOPMALHUIO.
3JI0yMBILIEHHUKA MOTYT KCIIOJIb30BaTh Jlake€ MH(DOPMALUIO O TOM,
KAK Thbl ¥ TBOM POJUTENH IJIAHUPYETE TPOBECTH KAHUKYJIBI;

3amuiiail cBOKO pemyTalUio - JEpKU €€ B YUCTOTE M 3ajaBail cebe
BONPOC: XOTeN ObI Thl, YTOOBI JPYTrU€ MOJIb30BATENN BUIEIH, YTO ThI
3arpyxaems? [Tonymail, npexe uem 4yTo-To OmyOIMKOBaTh, HAIIUCATh
U 3arpy3UTh;

Ecnu Thl rOBOPHILIB C JIFOABMU, KOTOPBIX HE 3HAEIIIb, HE UCIIOJIBb3YH CBOE
peanbHOE UM U JAPYIYH0 JUYHYIO HHGOpPMAIMU: HUMS, MECTO
KHUTEJIbCTBA, MECTO yUeObl U MpoUee;

N36erait pasmemnienus gororpaduit B8 UnTepHeTe, T ThI N300pakeH
Ha MECTHOCTH, 10 KOTOPOM MOYXHO ONPEIEIUTH TBOE MECTOIIOJIOKECHHUE;
[Tpu peructpan B COLMAIBLHOM CETH HEOOXOIUMO HCIIOIb30BATh
CJIOXHBIE TAPOJIU, COCTOSIINE U3 OYKB ¥ LHU(DP U C KOJTUUECTBOM 3HAKOB
HE MeHee §;

Jns  coumanbHOM CeTH, MOYThl W JPYrMX CalTOB HEO0OXOIUMO
UCIIONIb30BaTh pa3Hble mnapoiu. Torga eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIUIEHHUKHU TIOJIy4aT JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DnekmpoHHble OeHbeU

DJIEKTPOHHBIEC JEHBIU — 3TO OYEHb yIOOHBIN COCO0 MIIATEeXKEH, 0OHAKO

CymeCTBYIOT MOIICHHHUKN, KOTOPBIC XOTAT IMOJYUYUTH OTHU JCHLI'U.

QHGKTpOHHLIe ACHBI'H ITIOABUJINCH COBCEM HCEAABHO M UMCHHO H3-3a 3TOI'O

BO MHOTHX roCcyaapCTrBax 10 CHUX IIOP HEC MMPOIMMCAHO ITPO HHUX B 3aKOHAX.

B Poccun xe oHu yHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, T/Ie

X pasgciiirOT Ha HECKOJIBKO BHU/JI0B - AHOHUMMHBIC 1 HC aHOHMMHEIC. PaBHI/II_Ia B



TOM, YTO aHOHUMHBIC - 9TO TC, B KOTOPLIX PA3pPCHIACTCA IIPOBOAUTL OIICpAILINH
oe3 I/IIIGHTH(i)I/IKaHI/II/I IIOJB30BATCIIsI, 4 B HCAHOHHMHBIX PI,Z[@HTI/I(i)I/IKaHI/II/I
TT0JIB30BATEIIS SABJISECTCS 00s13aTEIIHFHOM.

Taxxe crnegyeT pa3nuyaTh JJIEKTPOHHbIC (HUATHBIE ACHBIU (PaBHBI
rOCy/IapCTBEHHBIM BaJIOTaM) U JJIEKTPOHHBIE HE(PHUATHBIE IEHbI'W (HE pPaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM pabOTE C 3AEKTPOHHBIMU JE€HbIAMU:

1. TlpuBsbku K cueTy MOOWIBHBIN TenedoH. DTO caMblil yIOOHBIN H
OBICTpPBII CIOCOO BOCCTAHOBHUTH JAOCTYN K cueTry. llpuBsi3aHHBIN
TeneOH MOMOXET, €Ciu 3a0yAellb CBOM IJIATEXKHBIM Mapoiib WU
3aiellb Ha CalT ¢ HE3HAKOMOI'O YCTPOMCTBA,

2. Hcnonb3yii ogHopasoBsle napoiu. Ilociie nepexona Ha yCUIIEHHYIO
aBTOpU3ALIMIO TeOe yKe He OYJEeT yrpoKaTh OMACHOCTb KPaXKu WU
nepexBara IUIaTEeXHOro napoJis;

3. Bribepu cnoxusblil napodb. [IpectynHukam Oynetr He MPOCTO yrajaaTh
CIOKHBIA TapoJyib. HanexHele maponm — 3TO Mmapoiu, KOTOpBIE
colepKaT HE MeHee § 3HAaKOB M BKIIOYAIOT B ce0s CTPOYHBIE U
OPONUCHBIE OYKBBI, LU(PBl U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK
noiapa, GyHTa, BOCKIHIATSILHBIN 3HaK U T.11. Hanpumep, $tRONg!;;

4. He BBOJM CBOM JINYHBIE TaHHBIE HA CailiTaX, KOTOPBIM HE JIOBEPSECLIb.

QJZQKI’I’IPOHHCZ}Z nouma

DJIEKTPOHHAS MIOYTa — 3TO TEXHOJOTHS U MPEIOCTABISEMBIE €10 YCIYTH
M0 TMEpeChUIKE U TOJYYEHUIO DJIEKTPOHHBIX  COOOIIEHUN, KOTOpbIC
pacrpeenssfoTcss B KOMIBIOTEpHON ceTH. OOBIYHO 3JICKTPOHHBINA IOYTOBBIM
SIIUK BBITJIAUT CICAYIOIIUM 00pa3oM: HMS_I0JIB30BaTEII (UM JIOMEHA.
Takxke kpome mepeiauv MpoCTOrO TEKCTA, UMEETCS BO3MOXKHOCTh MEPEIaBaTh
(bab.

OCHOBHBIE COBETHI 110 OE30MaCHOM pabOTE C JIICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM MOYTOBBIA cepBUC. B HMHTepHETE €cTh
OTPOMHBIN BbIOOp OECIJIATHBIX MOUYTOBBIX CEPBUCOB, OJHAKO JIyYIle
JIOBEPSITh TEM, KOI'0 3HAEIIb U KTO NIEPBBIA B PEUTHUHTE;

2. He yxasbiBaii B 1MuHOM noute muuHyo nHdopmanuio. Hanpumep,
Jydilie BbIOpaTh «My3bIKaNIbHBIN (paHat@» min «pok2013» BMecTo
«remal3y;



Hcnonb3yii IBYX3TalHYI0 aBTOPU3ALNIO. DTO KOT1a IOMUMO AP0
HY>KHO BBOJUTH KOJI, TPUChUTIaeMbIi o SMS;

Bri6epu crioxxHbii apoib. JJist Kak10ro MO4YTOBOIO SAIKKA TOJKEH
OBITH CBOM HAJICKHBIM, YCTOMYMBBIA K B3JIOMY TIapOJIb;

Ecnu ecTh BO3MOXXKHOCTB HaIMCaTh CAaMOMY CBOM JIMYHBIN BOIIPOC,
WCTOJIB3YH 3TY BO3MOKHOCTB;

Hcenonb3yi HECKOJBKO ITOYTOBBIX SAIIMUKOB. lIepBbIM 1u1si 4acTHOM
NIEPENUCKU C afjpecaTaMu, KOTOPBIM Thl JOBEPSIELIb. ITO IMEKTPOHHBIN
aZipec He HaJI0 UCTIOIb30BaTh TP PErUCTpallui Ha popymax U caTax;
He oTkpsiBail (aitibl U Apyrue BIOKEHUS B TUChMaXx Ja)Ke €CJIM OHU
IPUIUIA OT TBOUX ApYy3eil. JIyuiie yToOuHU y HUX, OTIIPABIISUIN JIA OHU
Tebe 3TH (ailibl;

[Tocne okoHYaHus1 pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0yJ]lb HaXKaTh Ha «BBIATHY.

Kubepoynnune unu eupmyanvroe uzodesamenbCcmeo

KubepOyumHr — mpecienoBaHue COOOIICHUSMH, COJACpPKAIIUMHU

OCKOp6JIeHI/I$I, arpeccuro, 3aIlyIMBaHHC, XYJIMTaHCTBO, COIIMAJIBHOC

OOMKOTHPOBAHUE C IOMOLIBIO PA3JIMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYITUHTOM:

1.

He Gpocaiics B 60it. JIyumunii cioco0: mocoBETOBAThCS Kak ce0si BECTH
U, €CIM HEeT TOro, K KOMY MOXHO OOpaTuThbCs, TO BHaJale
YCHOKOUThCS. Ecium Thl HayHellb OTBEYaTh OCKOPOJICHHSIMU Ha
OCKOPOJIEHUSI, TO TOJIBKO €111e OOJIBIIE PA30KKEITh KOHPIHKT;
VYmpasnsii cBoeit kubeppernyTaiuei;

AHOHUMHOCTH B ceTu MHUMAs. CyIIeCTBYIOT CITIOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

He cTout BecTn Xynuranckuii o0pa3 BUpTyallbHOM KU3HU. UHTEpHET
(uKCHpYyET BCE TBOM ICUCTBUS M COXPAHSET UX. Y JAUTh UX OyIeT
KpaiHe 3aTpyAHUTEIIBHO;

CoOmro1ail CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii ennanyHbIi HeraTuB. OTHOPA30BbIe OCKOPOUTETHHBIC
COOOIIICHHUS JTy4Ille UTHOPpUPOBaTh. OOBIYHO arpeccus MpeKpamaeTcs
Ha Ha4YaJIbHOM CTa UM,



7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOILEHUSIMH,
B COIIMAIBbHBIX CETSIX €CThb BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU
COOOIICHHH C OMpeIeNICHHBIX aJJPECOB;

8. Eciiu Thl cBuuerens kuOepOymimHra. TBoW AEUCTBUS: BBICTYIUTH
MPOTUB TMpeclieoBaTelsa, IoKa3aTh €My, 4TO €ero JACHCTBUS
OIICHUBAIOTCSI HETaTUBHO, MOJJEPKATh KEPTBY, KOTOPOH Hy>k Ha
MICUXOJIOTUYECKass TIOMOIb, COOOMIUTh B3POCHBIM O  (haKTe
arpecCUBHOIO MOBEJICHUS B CETH.

Mobunbhbiti menegon

CoBpeMeHHbIE CMapTQOHBI W IUIAHIIETH COAEpPKAT B ceOe BIIOJHE
B3pOCIbIA  (YHKUMOHAN, MW TENepb OHU MOTYT KOHKYpPUPOBaThb CO
CTal[MOHAPHBIMU KoMIbloTepamMu. OJHAKO, CPEACTB 3aIUMUTHI JJIS MOJOOHBIX
YCTPOMCTB IIOKA OYEHb MaJIO. TeCTUpOBaHME M IOMCK YSA3BHUMOCTEM B HUX
IIPOMCXOINUT HE TaK HMHTEHCUBHO, Kak jisa [IK, 1o ke camoe kacaercs u
MOOUJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ NPaKTUYECKH JIOTHAIU
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacliupeHHe (yHKIUOHAjJa BIEYET 3a COOOM
OOJBIIYIO CII0)KHOCTh M MEHBIIYIO 3aILUIIEHHOCTb.

Jlaneko He BCe MPOU3ZBOIUTEIN BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOMIIBHOTO TesiedoHa:
Huuero He siBnsieTcst mo-HacrosiieMy OecruiaTHeIM. Bylib ocTopoxkeH,
BeJlb Korja Te0e mpeiaratoT OeCIIaTHbIM KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKue-TO TUIATHBIC YCIYTH;
Hywmaii, npexe ueM otnpaButb SMS, ¢hoTo unu Buaeo. Thl TOYHO
3HACIIIb, TJI€ OHU OYyT B KOHEUHOM UTOTE?
Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBbI JJIsI MOOWJIBHBIX TeNIe()OHOB;
He 3arpyxaii mpuiokeHHs OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU
MOTYT COJIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeueHNUE;
Ilocne TOro kak Tbl BBIWAECHIL C CalTa, € BBOAWI JIMYHYIO
uH(pOpMaIInio, 3l B HACTPOHKK Opay3epa u yaanu COOKies;



[leproguyeckn MpoBEpsN KaKUE IUIATHBIE YCIYyTHM aKTUBUPOBAaHbI Ha
TBOEM HOMEDE;

JlaBaii cBOi1 HOMEp MOOMIILHOTO Telle(pOHA TOIBKO JIFOISIM, KOTOPBIX Thl
3HAElIb U KOMY JOBEPSEIIb;

Bluetooth nomken ObITH BBIKITIOYEH, KOTA THI UM HE TOJIB3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online uepur

CoBpeMEHHbIE OHJAMH-UIPBI - 3TO KPACOYHBIE, 3aXBaTbIBAIOIIUE
pa3BiieueHus, OOBEIUHSIONINE COTHH ThICSY YEJIOBEK MO BceMy Mupy. Urpoku
UCCIIEYIOT JAHHBII UM MUp, OOUIAIOTCS APYT C APYrOM, BBIMOIHSIOT 3aJaHus,
CPJKArOTCSl C MOHCTpPaMH M IIOJIYYaroT ONBIT. 32 YAOBOJBCTBUE OHM IUIATAT:
MOKYTAaOT JUCK, OIJIAYMBAIOT a0OHEMEHT W IPUOOPETAIOT KaKHE-TO OIILUU.

Bce 31H cpeacTBa uAyT Ha NOAJIEPKAHUE U Pa3BUTUE UIPHI, a TaKXKE Ha
camy 0€30MaCHOCTh: COBEPUIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALIMHU, BBIITYCKAIOTCSA
HOBBIE MaTuu (HU(POBBIE 3AIIATKU JUIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH
CEPBEPOB.

B momo0HBIX Wrpax CTOUT omacaThCsi HE CTOJILKO CBOUX COTIEPHHUKOB,
CKOJIBKO Kpa)XH TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHUCTEMa aBTOPH3AINH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnmu gpyroit wurpok BemeT cebs TMUIOXO WM co3daeT Tebe
HETMPUSTHOCTH, 3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. Tloxanylicss agMUHHCTpaTOpaM MIPbl Ha IUJIOXO€ IOBEAEHUE 3TOrO

UTPOKA, KEIATEIbHO NPWIOKHUTh KAKUE-TO IOKAa3aTEIbCTBA B BHJE

CKPHUHOB;

He yxa3biBaiil tnunyto nHpopmaluio B npodaiiie urpbl;

YBaxkal Apyrux y4aCTHMKOB I10 UIDE;

He ycranaBnuBait HeopuIuanbHbIC TATIYN U MOJIBI,

Hcnonb3yii CIIOXKHBIE U pa3HbIE MIAPOJIH;

N o o~ ow

Jlaxxe BO BpeMsl UIpPbl HE CTOMT OTKJIIOYATh aHTUBHUpYC. lloka TbI
Urpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

Dumune unu Kpasica TUYHbLX OQHHbBIX



OObruHOM Kpameﬁ ACHCIT M JOKYMCHTOB CCTOAHA YKC HHKOIO HC
yYauBullb, HO C PA3BUTHCM I/IHTepHeT-TCXHOJIOFI/Iﬁ 3JIOYMBINLJICHHUKHU
MNEPCMCCTUIINCh B HHTCPHCT, U IIPOJOJIZKAIOT 3aHUMATBCA «TIOOMMBIM)» JACIIOM.

Tak mosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (UIINHT,
rJIaBHas [eJIb KOTOPOTO COCTOUT B IMOJyYCHHHM KOH(MHUICHIIMAIBHBIX JTaHHBIX
10JIb30BaTeIeli — JIOTMHOB M mapoiieii. Ha anrnmiickom si3wike phishing
gutaercs kak ¢ummHr (0T fishing — pe16Has moBist, password — mapoJib).

OcHoBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl o103peBaciiib, 4TO TBOS aHKETa
ObUla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOLIUTH
aJIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Wcnoinb3yii 6e3onacHbie BeO-CaliThl, B TOM YUCII€, THTEPHET-MAara3uHoB
Y TIOUCKOBBIX CHUCTEM;

3. Hcnonb3yil crnokHble U pa3Hble Napoiau. Takum oOpa3om, eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKU MOJIYy4YaT JOCTYH TOJIBKO K OJHOMY
TBOEMY IIPO(DUITIO B CETH, @ HE KO BCEM;

4. Ecnin Te0sa B3nOMalid, TO HEOOXOAMMO MPEAYNpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOPBIE J0OaBIIEHbI y T€OS B JIPY3bsiX, O TOM, UYTO TEOs
B3JIOMAJIA ¥, BO3MOKHO, OT TBOETO UMEHU OyJIeT pacchlaThCs CraM U
CCBUJIKM Ha (PUIIMHTOBBIE CAlTHI,

5. YcranoBu HanexHbIi naponb (PIN) Ha MoOmbHEIH TenedoH;

6. OTKIIIOYM COXpaHEHUE Mapoiid B Opaysepe;

7. He otkpbiBail Qailyibl U Apyrue BIOKEHUS B MUCbMaX Ja)Xe €ClId OHU
IPULUIM OT TBOUX Jpy3ei. Jlyurie yTouHu y HUX, OTHPABIISUIIM JIU OHU
Tebe 3TH (pailiibl.

Lugpposas penymayus

Hudposas penyranus - 3T0 HEraTUBHAS WM O3UTUBHAS MH(OpMAIUs B
cetu o tebe. Kommpomerupyronias uHdopmaius pa3MenieHHass B UHTEpHETE
MOKET CEPhE3HBIM 00Pa30M OTPA3UTHCS HA TBOEH peanbHOM xku3Hu. « {udposas
penyTarus» - 3T0 TBOM UMUK, KOTOPbIH hopMupyeTcs u3 uHpopmaluu o Tede
B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBOEC (PUHAHCOBOE TOJIOKECHHE,
0COOCHHOCTH XapaKTepa M paccKa3bl 0 OJM3KHUX - BCE ATO HAKAILJIMBACTCS B CETH.



MHorue nmoApoCTKU JIETKOMBICIEHHO OTHOCATCS K IMyOJIMKAIMU JIMYHOM
uHdopmanuu B UHTepHETE, HE MOHUMAsi BO3MOKHBIX TToclieIcTBUM. Thl axe He
CMOKEIIIb I0ralaTbCsi 0 TOM, 4TO poTorpadusi, pa3MmereHHas 5 et Ha3a, cTaia
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KoMmMmeHnTapuu, pa3menieHue TBoux (ororpaguil u apyrue AeucTBUs
MOTYT HE UCUE3HYTh JJaXe I0CIIE TOT0, KaK Thl UX yJIaJIulllb. Thl HE 3HACIIb, KTO
COXpaHWJ OTy HUH(POpPMalMIO, TONajga JU OHAa B IOWCKOBBIE CHUCTEMBI H
COXPAHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpy’Karollee JI0H,
KOTOpBIC HAMIYT U YBUIAT 3T0. HaiiTh mH(bOpMaInio MHOTO JIET CITYCTSI CMOXKET
T1000i1 - KaKk U3 T0OpbIX MOOYXIEHUM, TaK U C HAMEPEHUEM MPUYUHUTH BPE.
3TO MOXET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 10 3aIUTE HU(POBOM PEMyTALNH:

1. [lomymaii, mpexje yeM 4To-TO IyOJIMKOBaTh M INepenaBaTh y ceds B
0Ji0re WK B COLIMATILHON CETH;

2. B Hactpoiikax npo¢uisi yCTAHOBU OTPAHUYEHHS HA MPOCMOTP TBOETO
npoQUIISL U €ro COAEPKUMOTO, CAENAN €0 TONBKO «JJIs APY3Ei»;

3. He pa3memniaii u He yka3biBail HH(OpMAIMIO, KOTOPask MOXKET KOro-110o
OCKOPOJIATH UK OOMKATh.

Aemopckoe npaso

CoBpeMeHHbIE UIIKOJBHUKHU- AaKTHUBHBIE I0OJb30BAaTEeNd LU(POBOTrO
npoctpancTBa. OIHAKO JajieKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHUMHU
BO3MOXKHOCTSIMM ~ LIM(PPOBOro Mupa TpeOdyeT CcoOJIoleHUs TpaB Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIEKTyallbHasE COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJIOBEUYECKOr0 yMa, HauuMHas C HOBBIX M300pETEHHI M 3HAKOB,
0003HaYyaloIMX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYrM , W 3aKaH4YHUBas
KHUTaMU, dboTorpadusimu, KUHO(DUIIbMAMHU U MY3bIKaJIbHBIMHU
MPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIJIEKTyaIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEECHUS HAYKH, JIUTEPATYPbl U UICKYCCTBA. ABTOPCKHE IIPABa BHICTYNAIOT B
KauyecTBE TapaHTHU TOTO, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPyl aBTOpa HE
OyZeT HaIlpacHbIM, JacT €My CIpaBeIJIMBble BO3MOXKHOCTHU 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyHa, MOJYYUTh M3BECTHOCTb WU Npu3Hanue. Hukrto Oe3



paspenieHuss aBTOpa HE MOXKET BOCIPOU3BOJUTH €ro IPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MPOAABaTh, UMIIOPTHUPOBATH,
yCKaTh B MPOKAT, MyOJIMYHO HCIOIHATh, MOKA3bIBATH/UCIIONHITH B AUpe WU
pa3memath B IHTEepHeTe.

Hcnonp30BaHne «mUPaTCKOT0» MPOrpaMMHOTO OOECIIEUeHUS] MOXKET
IIPUBECTM K MHOTMM pHCKaM: OT IIOTEpU AAHHBIX K TBOMM aKKayHTaM J0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAaHOBJICHHBIH HE JIeTallbHask IporpaMMa.
He croutr Takxke 3a0bIBaTh, YTO CYLIECTBYET JIerajbHble M OecCIJIaTHBIE
IIPOTPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBrUYOK.p( - TBOM ITaBHBINA COBETUYHK B CETH. 37I€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETU NOHATHBIM U IOCTYITHBIM S13bIKOM, a IPY BO3HUKHOBEHUU
KPUTUYECKON CUTYyallMu OOpaTUTHCS 3a COBETOM. A TaKXe NPHUHATh y4acTUE B
KOHKYpCax M CTaTh CaMbIM IU(POBBIM IPakTaHUHOM !



